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Data contact: privacy@bytestrike.dev

1. General

1.1. This Policy explains what data AlNet (the “Service”, “Operator”) processes when providing access to
Anthropic and OpenAl APl models.

1.2. The Service is designed as a stateless APl gateway with respect to content: the Operator does not store
prompts, messages, files, instructions, or model outputs on its side.

1.3. The Service may apply technical access restrictions for specific user categories or use cases where
required by applicable law, sanctions, export controls, or risk/anti-abuse policy. The Operator does not collect
passport, citizenship, tax residence, or address information for KYC checks.

1.4. By using the Service, you confirm that you are allowed to use it under laws applicable to you and that you
are not a person or organization prohibited from using the Service due to sanctions, export restrictions, court
orders, administrative restrictions, or other mandatory restrictions.

2. Data Collected

2.1. Account Data

Data Source Purpose
telegram user id Telegram login Unique account identification
telegram username Telegram login, if provided Interface display and support
telegram first name, Telegram login, if provided Interface display

telegram last name

email Optional user-provided value Notifications and support
preferred language User setting Interface localization

legal terms version, Consent flow Record acceptance of current legal
legal_accepted_at, documents

legal accepted language

The Service does not request passport name, passport details, phone number, residential address, date of
birth, government IDs, bank details, or biometrics.

2.2. Technical and Billing Data

Category Contents
APl request metadata request_id, time, provider, endpoint, model, HTTP status,
streaming flag, duration, token/image/web-search counters if
available
API keys short prefix and HMAC hash; the original key is not stored
Browser sessions session token hash, creation and activity timestamps

2FA encrypted TOTP secret, recovery code hashes



Billing top-ups, debits, adjustments, internal balance,
cryptocurrency payment identifiers

Legal/risk signals country code from Cloudflare, if passed to the origin server

The AlNet origin application does not store raw IP addresses or User-Agent values in request tables. Cloudflare
and the hosting provider may process IP addresses as network and security providers.

2.3. Data Not Stored
The Service does not store on the Operator side:

e model request content;

e model response content;

e user-uploaded files as provider-side storage;
e raw user API keys;

e plaintext upstream OpenAl/Anthropic keys.

Production request/response body logging is disabled.

3. Purposes
Data is processed to:

register and sign in to the account panel;

record acceptance of legal documents;

issue and verify API keys;

route requests to Anthropic/OpenAl;

calculate usage cost and maintain prepaid balance;

apply rate limiting, fraud/abuse prevention, and security controls;
apply legal, risk, and anti-abuse restrictions;

support users and handle deletion requests;

comply with mandatory legal requirements.
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4. Legal Bases

4.1. Account, session, and legal acceptance data are processed based on user consent and necessity to
perform the Terms.

4.2. Billing, security, abuse prevention, and audit trail data are processed based on performance of the
agreement, the Operator’s legitimate interest in protecting the Service, and compliance with mandatory law.

4.3. If GDPR, UK GDPR, or similar regimes apply to you, you may exercise rights of access, rectification,
erasure, restriction, objection, and portability by contacting the email above.

5. Third Parties

5.1. Anthropic and OpenAl. APl request content is transmitted to the selected upstream provider to perform
the request. The Operator does not have a Zero Data Retention agreement with Anthropic or OpenAl; their
own policies apply.

5.2. Cloudflare. Used for DNS, CDN/WAF, Tunnel, and network security controls. Cloudflare processes IP
addresses and HTTP metadata on its side.

5.3. Cryptocurrency payment providers. CryptoBot / Crypto Pay and, after merchant enablement, Heleket
are used for cryptocurrency top-ups. The Operator receives technical invoice, status, amount, and currency
identifiers required to credit balance.

5.4. Hosting provider. Provides server infrastructure.

5.5. Data is not sold, transferred to advertising networks, or used for behavioral advertising.

6. International Transfers

The Service uses infrastructure, APl providers, and cryptocurrency payment providers outside the user’s



country. By using the Service, you understand that request content and technical data may be transferred to
the United States, the European Union, and other jurisdictions where Anthropic, OpenAl, Cloudflare, CryptoBot,
Heleket, and hosting providers operate.

7. Retention

Category Retention
Telegram/email/language account data Until account deletion or justified deletion request
Legal acceptance records While the account exists and as needed for dispute
protection
Browser sessions Until session expiry or logout
APl keys Until revocation/deletion; only hash and prefix are stored
Request/usage metadata While the account is active and needed for billing, support,

security, and disputes

Billing ledger Retained as an append-only journal as needed for
accounting, disputes, and mandatory law

TOTP/recovery Until 2FA disablement or account deletion

Backups Until natural backup rotation

8. User Rights

You may request access, correction, account deletion, withdrawal of consent, export of technically available
data, or restriction of processing by contacting privacy@bytestrike.dev and identifying your Telegram User ID
Or @username.

Deletion does not affect data that the Operator is required or permitted to keep for billing, security, anti-abuse,
dispute resolution, or mandatory legal requirements. Such data is minimized or anonymized where reasonably
possible.

9. Cookies

The Service uses only technical cookies for sessions, CSRF protection, and interface settings. Advertising
cookies and third-party advertising tracking are not used.

10. Age

The Service is for users aged 18 or older only. Accounts of minors may be blocked and deleted after detection.

11. Changes

The Operator may update this Policy. Material changes are published on the website and, where technically
possible, notified in the interface or by email.

Version dated 2026-05-13.



